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1
Decision/action requested

SA3 is kindly asked to approve the added security assurance requirement and related test case for SCAS UDM.
2
References

 [1]
3GPP TS 33.501 “Security architecture and procedures for 5G system”
3
Rationale

Based on the requirement in clause 6.1.3.3.2 of TS 33.501, this contribution proposes to add a security assurance requirement and the corresponding test case to TS 33.514 to assure correct handling by the UDM in case of synchronisation failure during authentication and key agreement procedure.

4
Detailed proposal

************************************Start of Change ************************************

4.2
UDM-specific security functional requirements and related test cases

Editor’s Note: This clause will document UDM-specific security functional requirements and related test cases. The templates of the security requirements and test case are same with the used templates in TS 33.116.
4.2.x
Security functional requirements on the UDM deriving from 3GPP specifications and related test cases
4.2.x.a 
Authentication and key agreement procedure

4.2.x.a.i
Synchronization failure handling
Requirement Name: Synchronization failure handling
Requirement Reference: TBA 

Requirement Description: "When the UDM/ARPF receives an Nudm_UEAuthentication_Get Request message with a "synchronisation failure indication" it acts as described in TS 33.102 [9], clause 6.3.5 where ARPF is mapped to HE/AuC. The UDM/ARPF sends an Nudm_UEAuthentication_Get Response message with a new authentication vector for either EAP-AKA’ or 5G-AKA depending on the authentication method applicable for the user to the AUSF." as specified in TS 33.501, clause 6.1.3.3.2.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Purpose:

Verify that synchronization failure is recovered correctly in the home network. 

Pre-Conditions:

Test environment with AUSF. The AUSF may be simulated. 

Execution Steps

1) The AUSF sends an Nudm_UEAuthentication_Get Request message to the UDM with a "synchronisation failure indication" and parameters RAND and AUTS.
2) The UDM/ARPF performs steps 1-5 as described in TS 33.102, clause 6.3.5.
Expected Results:

The UDM sends an Nudm_UEAuthentication_Get Response message with a new authentication vector to the AUSF.

************************************End of Change************************************
